
ECS 253 / MAE 253, Lecture 3
April 10, 2018

“Preferential Attachment, Network Growth,
Master Equations”



Announcements

• Lectures will not be recorded.

• 3 people still on Waitlist. I will argue to let you join.

• Two tracks to the class:

Track A: (1) Common homeworks (e.g. HW1.pdf, HW2.pdf)
and (2) HW1a.pdf, HW2a.pdf etc. (HW1a, posted by Thurs.)

Track B: (1) Common homeworks (e.g. HW1.pdf, HW2.pdf)
and (2) HW1b.pdf, HW2b.pdf etc.

• Project
– Teams of 5-6 people ideal
– Negative results are OK
– Ideally aim to have a result for a journal or conference



Project pitch – HW1a, more details on Thurs in class.

• One-paragraph (∼200 words) describing your idea. Submitted
via Canvas and shared with the class.

• Skill sets to merge:
Domain specific questions / Methods / Data sets

• We have a lot of ideas:

– Power grids
– Ranking in networks
– Community structure in macaque monkey networks
– Multilayer networks
– Opinion dynamics
– Shocks and tipping points



Back to basics of networks
Recall: broad scale degree distribution

Illustration: Analysis of the Flight Weighted 
U.S. Air Transportation Network

! The flight weighted U.S. air 

transportation network exhibits a 

partial power law distribution

! Power law distribution for small and 

medium size nodes up to approximately 

250,000 flights per year

! Non power law distribution (above 250,000 

flights per year)

! Hypothesis: Limits to scale and 

capacitated nodes (i.e. capacity 

constrained airports) are present in the 
non power law part of the distribution

10

U.S. Air Transportation Network
(Airport level)

Analysis of the U.S. Air Transportation Network

*

Social contacts Airport traffic
Szendröi and Csányi Bounova 2009

We first identified protein classes significant-
ly enriched or depleted in the high-confi-
dence network (table S5). Enriched classes
relate primarily to DNA metabolism, tran-
scription, and translation. Depleted classes
are primarily plasma membrane proteins, in-
cluding receptors, ion channels, and pepti-
dases. Enrichment and depletion of specific
classes may be due to technical biases of the
two-hybrid assay.

We then classified each interaction ac-
cording to its corresponding pair of protein
classes to identify class-pairs that are en-
riched in the network. Rather than using a
contingency table (13), we used a random-
ization method to calculate statistical sig-
nificance (6 ). Enriched class-pairs involv-
ing structural domains (Pfam annotations)
may represent binding modules and could
provide the biological rules for building
multiprotein complexes. We identified 67
pairs of Pfam domains enriched with a P
value of 0.05 or better after correcting for
multiple testing (table S6). These include
known domain pairs (F-box/Skp1, P ! 9 "
10#20; LIM/LIM binding, P ! 5 " 10#8;
actin/cofilin, P ! 2 " 10#7) as well as
domain pairs involving domains of un-
known function (DUF227/DUF227, P !
9 " 10#5; cullin/DUF298, P ! 0.0003). An
additional 88 domain pairs are significant
at P ! 0.05 before correcting for multiple
testing and may represent additional bio-
logically relevant binding patterns.
Properties of the high-confidence pro-

tein-interaction network. Protein networks
are of great interest as examples of small-
world networks (14–16). Small-world net-
works exhibit short-range order (two proteins
interacting with a third protein have an en-
hanced probability of interacting with each
other) but long-range disorder (two proteins
selected at random are likely to be connect-
ed by a small number of links, as in a
random network).

Small-world properties arise in part
from the existence of hub proteins, those
having many interaction partners. Hubs are
characteristic of scale-free networks, and
the Drosophila network resembles a scale-
free network in that the distribution of in-
teractions per protein decays slowly, close
to a power law (Fig. 2D). To determine the
signature of biological organization in
small-world properties beyond what would
be expected of scale-free networks in gen-
eral, we calculated properties for both the
actual Drosophila network and an ensem-
ble of randomly rewired networks with the
same distribution of interactions per protein
as in the original network. We considered
only the giant connected component to
avoid ill-defined mathematical quantities.

The distribution of the shortest path be-
tween pairs of proteins peaks at 9 to 10

protein-protein links (Fig. 3A). A logistic-
growth mathematical model for the probabil-
ity that the shortest path between two distinct
proteins has ! links is (N #1)#1 K$(!; N, J ),
where K(!; N, J ) ! N/ [1% (N # 1) J#!] is
the number of proteins within ! links of a
central protein and the symbol $ indicates
differentiation with respect to !, K$(d; N,
J ) ! N(N # 1)(ln J )J#!/[1 % (N #1)J#!]2.
Although this model fits the ensemble of
random networks, the fit to the actual net-
work is less adequate.

Small-world properties of biological
networks may reflect biological organiza-
tion, and hierarchical organization has been
used to describe the properties of metabolic
networks (7). We tested the ability of a
simple, two-level hierarchical model to de-
scribe the properties of the Drosphila pro-
tein-interaction network. The lower level of
organization in this model represents pro-
tein complexes, and the high level repre-
sents interconnections of these complexes.
In this case, the probability Pr(!) that the

Fig. 2. Confidence scores for protein-protein interactions (A) Drosophila protein-protein interac-
tions have been binned according to confidence score for the entire set of 20,405 interactions
(black), the 129 positive training set examples (green), and the 196 negative training set examples
(red). (B) The 7048 proteins identified as participating in protein-protein interactions have been
binned according to the minimum, average, and maximum confidence score of their interactions.
Proteins with high-confidence interactions total 4679 (66% of the proteins in the network, and
34% of the protein-coding genes in the Drosophila genome). (C) The correlation between GO
annotations for interacting protein pairs decays sharply as confidence falls from 1 to 0.5, then
exhibits a weaker decay. Correlations were obtained by first calculating the deepest level in the GO
hierarchy at which a pair of interacting proteins shared an annotation (interactions involving
unannotated proteins were discarded). The average depth was calculated for interactions binned
according to confidence score, with bin centers at 0.05, 0.1, . . . , 0.95. Finally, the correlation for
the bin centered at x was defined as [Depth(x) # Depth(0)]/[Depth(0.95) # Depth(0)]. This
procedure effectively controls for the depth of each hierarchy and for the probability that a pair of
random proteins shares an annotation. (D) The number of interactions per protein is shown for all
interactions (black circles) and for the high-confidence interactions (green circles). Linear behavior
in this log-log plot would indicate a power-law distribution. Although regions of each distribution
appear linear, neither distribution may be adequately fit by a single power-law. Both may be fit,
however, by a combination of power-law and exponential decay, Prob(n) & n#'exp#(n, indicated
by the dashed lines, with r 2 for the fit greater than 0.98 in either case (all interactions: ' ! 1.20)
0.08, ( ! 0.038 ) 0.006; high-confidence interactions: ' ! 1.26 ) 0.25, ( ! 0.27 ) 0.05). Note
that the power-law exponents are within 1* for the two interaction sets.

R E S E A R C H A R T I C L E

www.sciencemag.org SCIENCE VOL 302 5 DECEMBER 2003 1729
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Protein interactions
Giot et al Science 2003

(node degree)



Approximating broad scale by a Power Law
Properties of a power law PDF

(PDF = probability density function)

pk = Ak−γ

• To be a properly defined probability distribution need γ > 1.

• For 1 < γ ≤ 2, both the average 〈k〉 and variance σ2 are infinite!

• For 2 < γ ≤ 3, average 〈k〉 is finite, but variance σ2 is infinite!

• For γ > 3, both average and variance are finite.



Recall: The “classic” random graph, G(N, p)
(A Classic Null Model)

• P. Erdös and A. Rényi, “On random graphs”, Publ. Math. Debrecen. 1959.
• P. Erdös and A. Rényi, “On the evolution of random graphs”,

Publ. Math. Inst. Hungar. Acad. Sci. 1960.
• E. N. Gilbert, “Random graphs”, Annals of Mathematical Statistics, 1959.
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• Start with N isolated vertices.
– Undirected, so N(N − 1)/2 total edges
possible.

• Each possible edge added with
probability p.

• Expected number of edges
〈m〉 = pN(N − 1)/2

What does the resulting graph look like?
(Typical member of the ensemble)



Kinetic theory equivalent — e.g., HW1b

“Kinetic theory of random graphs: From paths to cycles”, E.
Ben-Naim and P. L. Krapivsky, Phys. Rev. E 71, 026129 (2005).

• Add random edges one-at-a-time. After t edges, probability p
of any edge is p = 2t/N(N − 1)

• Allows a mapping between p and t.

• Kinetic theory allows us to interpret this as a dynamical
process, as seen in remainder of lecture.



Emergence of a “giant component”

• pc = 1/N .

• p < pc, Cmax ∼ log(N)

• p > pc, Cmax ∼ A ·N

(Ave node degree t = pN

so tc = 1.)

Branching process (Galton-Watson); “tree”-like at tc = 1.



Degree distribution of G(N, p)

• The absence or presence of an edge is independent for all
edges.

– Probability for node i to connect to all other N nodes is pN .

– Probability for node i to be isolated is (1− p)N .

– Probability for a vertex to have degree k follows a binomial
distribution:

pk =
(
N
k

)
pk(1− p)N−k.

Bi-nomial converges to Poisson:

limN→∞ pk = zke−z/k!



So, how well does G(N, p) model common real-world
networks?

1. Phase transtion: Yes! We see the emergence of a giant
component in social and in technological systems.

2. Poisson degree distribution: NO! Many real networks have
much broader distributions.

3. Small-world diameter:YES! Social systems, subway systems,
the Internet, the WWW, biological networks, etc.

4. Clustering coefficient: NO!



Well then, why are random graphs important?

• Much of our basic intuition comes from random graphs.
• Phase transition and the existence of the giant component.

Even if not a giant component, many systems have a dominate
component much larger than all others.

From “The web is a bow tie” Nature 405, 113 (11 May 2000)



Generalized random graph – later advanced HW
accommodate any degree sequence

. . . 
The configuration model,
Bollobás (1970’s)
Molloy and Reed (1995)

• Specify a degree distribution pk, such that pk is the fraction of vertices in
the network having degree k.

• The degree sequence is the explicit set of n values for the exact degree,
ki, of vertex i. It is generated by sampling in some unbiased way from pk.

• Think of attaching ki “spokes” or “stubs” to each vertex i.

• Choose pairs of “stubs” (from two distinct vertices) at random, and join
them. Iterate until done.

• Technical details: self-loops, parallel edges, ... (neglect in n→∞ limit).

• Emergence of a giant component when expected number of second
neighbors greater than expected number of first neighbors.



Back to power laws
Power laws in social systems

• Popularity of web pages and web search terms: Nk ∼ k−1

• Rank of city sizes (“Zipf’s Law” ): Nk ∼ k−1

• Pareto. In 1906, Pareto made the now famous observation
that twenty percent of the population owned eighty percent
of the property in Italy, later generalised by Joseph M. Juran
and others into the so-called Pareto principle (also termed the
80-20 rule) and generalised further to the concept of a Pareto
distribution.

• Usually explained in social systems by “the rich get richer”
(preferential attachment).



Known Mechanisms for Power Laws

• Phase transitions (e.g., power law behavior at the critical point,
e.g., the distribution of component sizes (see HW1b).)

• Random multiplicative processes (fragmentation)

• Combination of exponentials (e.g. word frequencies)

• Preferential attachment / Proportional attachment
(Polya 1923, Yule 1925, Zipf 1949, Simon 1955, Price 1976,
Barabási and Albert 1999)

Attractiveness (rate of growth) is proportional to size,
ds
dt ∝ s



Origins of preferential attachment

• 1923 — Polya, urn models.

• 1925 — Yule, explain genetic diversity.

• 1949 — Zipf, distribution of city sizes (1/f ).

• 1955 — Simon, distribution of wealth in economies. (“The rich
get richer”).

• [Interesting note, in sociology this is referred to as the Matthew
effect after the biblical edict, “For to every one that hath shall
be given ... ” (Matthew 25:29)]



Preferential attachment in networks

D. J. de S. Price: “Cumulative advantage”

• D. J. de S. Price, “Networks of scientific papers” Science, 1965.
First observation of power laws in a network context.
Studied paper co-citation network.

• D. J. de S. Price, “A general theory of bibliometric and other
cumulative advantage processes” J. Amer. Soc. Info. Sci.,
1976.

Cumulative advantage seemed like a natural explanation for
paper citations:

The rate at which a paper gains citations is proportional to
the number it already has. (Probability to learn of a paper
proportional to number of references it currently has).



Preferential attachment in networks, continued

• Cumulative advantage did not gain traction at the time. But was
rediscovered some decades later by Barabási and Albert , in the
now famous paper (over 30,000 citations c.f. Google Scholar):

• “Emergence of Scaling in Random Networks”,
Science 286, 1999.

• They coined the term “preferential attachment” to describe the
phenomena.

(de S. Price’s work resurfaced after BA became widely reknown.)



The Barabási and Albert model

• A discrete time network evolution process,
relating the graph G(t+ 1) to G(t).

• Start at t=0 with a single isolated node.

• At each discrete time step, a new node arrives.

• This new node makes m edges to already existing nodes.
(Why m edges? i.e., what happens if m = 1?)

• The likelihood of a new edge to connect to an existing node j
is proportional to the degree of node j, denoted dj.

• We are interested in the limit of large graph size, n→∞.



Visualizing a PA graph (m = 1) at n = 5000



Probabilistic treatment (kinetic theory)

• Start at t = 0 with one isolated node (or a small core set).
– At time t the total number of nodes added n = t.
– At time t the total number of edges added is mt.

• Let dj(t) denote the degree of node j at time t.

• Probability an edge added at t+ 1 connects to node j:

Pr(t+ 1→ j) = dj(t)/
∑
j dj(t).

• Normalization constant easy (but time dependent):∑
j dj(t) = 2mt

(Each node 1 through t, contributes m edges.)
(Each edge augments the degree of two nodes.)



Network evolution
Process on the degree sequence

• The probability a new edge connects to a particular node j of
degree k at time t:

dj(t)/
∑
j dj(t) = k/2mt

• Also, when a node of degree k gains an attachment, it
becomes a node of degree k + 1.

• When the new node arrives, it increases by one the number of
nodes of degree m.



The “Master Equation” / “rate eqns” / “kinetic theory”
Evolution of the typical graph

(Let nk,t ≡ expected number of nodes of degree k at time t,
and nt ≡ total number of nodes added by time t: Note nt = t)

For each arriving link:

• For k > m : nk,t+1 = nk,t +
(k−1)
2mt nk−1,t − k

2mt nk,t

• For k = m : nm,t+1 = nm,t − m
2mt nm,t



The “Master Equation” / “rate eqns” / “kinetic theory”
Evolution of the typical graph

For each arriving link (from last page):

• For k > m : nk,t+1 = nk,t +
(k−1)
2mt nk−1,t − k

2mt nk,t

• For k = m : nm,t+1 = nm,t − m
2mt nm,t

Each new node contributes m links (and one new node).
Assuming n→∞ there are no multi-edges:

• For k > m : nk,t+1 = nk,t +
m(k−1)
2mt nk−1,t − mk

2mt nk,t

• For k = m : nm,t+1 = nm,t + 1− m2

2mt nm,t



Translating from number of nodes nk,t to probabilities pk,t

pk,t = nk,t/n(t) = nk,t/t

→ nk,t = t pk,t

For each arriving node, after m edges added:

• For k > m : (t+ 1) pk,t+1 = t pk,t +
(k−1)

2 pk−1,t − k
2 pk,t

• For k = m : (t+ 1) pm,t+1 = t pm,t + 1− m
2 pm,t



Steady-state distribution

We want to consider the final, steady-state: pk,t = pk.

• For k > m : (t+ 1) pk = t pk +
(k−1)

2 pk−1 − k
2 pk

• For k = m : (t+ 1) pm = t pm + 1− m
2 pm

Rearranging and solving for pk:

• For k > m : pk =
(k−1)
(k+2) pk−1

• For k = m : pm = 2
(m+2)



Recursing pk to pm

pk =
(k−1)(k−2)···(m)

(k+2)(k+1)···(m+3) · pm = m(m+1)(m+2)
(k+2)(k+1)k ·

2
(m+2)

pk =
2m(m+1)

(k+2)(k+1)k

For k � 1

pk ∼ k−3



For more on master equations

• “Rate Equations Approach for Growing Networks”, P. L.
Krapivsky, and S. Redner, invited contribution to the
Proceedings of the XVIII Sitges Conference on “Statistical
Mechanics of Complex Networks”.

• Dynamical Processes on Complex Networks, Barratt, Barthelemy,
Vespignani

Applications to cluster aggregation (e.g. Erdos-Renyi)

• “Kinetic theory of random graphs: From paths to cycles”, E.
Ben-Naim and P. L. Krapivsky, Phys. Rev. E 71, 026129
(2005).

• “Local cluster aggregation models of explosive percolation”, R.
M. D’Souza and M. Mitzenmacher, Physical Review Letters,
104, 195702, 2010.



Did we prove the behavior of the degree distribution?



Details glossed over

1. Proof of convergence to steady-state (i.e. prove pk,t→ pk)

2. Proof of concentration (Need to show fluctuations in each
realization are small, so that the average nk describes well
most realizations of the process).

– For this model, we can use the second-moment method
(show that the effect of one different choice at time t dies out
exponentially in time).

• see: B. Bollobás, O. Riordan, J. Spencer, and G. Tusnady,
“The degree sequence of a scale-free random process”,

Random Structures and Algorithms 18(3), 279-290, 2001.



Issues

• Whether there are really true power-laws in networks? (Usually
requires huge systems, and no constraints on resources).

• Only get γ = 3!

• Note only the old nodes are capable of attaining high degree.



Generalizations of Pref. Attach.

• Vary steps of P.A. with steps of random attachment.

Dorogovtsev SN, Mendes JFF, Samukhin AN (2000) Phys Rev
Lett 85.

Achieves 2 < γ < 3.

• Consider non-linear P.A., where prob of attaching to node of
degree k ∼ (dk)

b.

“Organization of growing random networks”, P. L. Krapivsky
and S. Redner, Phys. Rev. E 63, 066123 (2001).

– Sublinear (b < 1); deg dist decays faster than power law.

– Superlinear (b > 1): one node emerges as the center of a
“star”-like topology.



Alternatives to PA that yield pk ∼ k−γ

• Copying models
– WWW:
• “The web as a graph: measurements, models, and methods”, J. M. Kleinberg, R. Kumar,

P. Raghavan, S. Rajagopalan, A. S. Tomkins, Proceedings of the 5th annual international

conference on Computing and combinatorics, 1999.

• “Stochastic models for the Web graph”, R. Kumar, P. Raghavan, S. Rajagopalan, D.

Sivakumar, A. Tomkins, and E. Upfal. Stochastic models for the web graph. In Proc. 41st

IEEE Symp. on Foundations of Computer Science, pages 5765, 2000.

– Biology (Duplication-Mutation-Complementation)
• “Modeling of Protein Interaction Networks”, Alexei Vázquez, Alessandro Flammini, Amos

Maritan, Alessandro Vespignani, Complexus Vol. 1, No. 1, 2003

• Optimization models (trade-off between tree-metic and space-metric)

– Fabrikant-Koutsoupias-Koutsoupias (2002).

– D’Souza-Borgs-Chayes-Berger-Kleinberg (2007).



Other approaches

• “Winners don’t take all: Characterizing the competition for links
on the web”, D M. Pennock, G. W. Flake, S. Lawrence, E. J.
Glover, C. Lee Giles, PNAS 99 (2002).

• First mover advantage

• Second mover advantage



Summary of “Master eqn” / rate eqn approach

• Let nk,t denote the expected (i.e. average) number of nodes
of degree k expected at time t into the process. (Note nk,t is a
real number, not an integer.)

• Write nk,t+1 in terms of the nk,t’s, accounting for the rates at
which node degree is expected to change.

• Translate from nk,t to pk,t = nk,t/nt, which is equal to
nk,t/t for PA.

• Assume pk,t→ pk.

• Solve for a recurrence relation for the pk’s.

• Need to prove convergence and concentration



Further reading:
(All refs available on “references” tab of course web page)

PA model of network growth

• Barabási and Albert, “Emergence of Scaling in Random
Networks”, Science 286, 1999.

• B. Bollobás, O. Riordan, J. Spencer, and G. Tusnady, “The
degree sequence of a scale-free random process”, Random
Structures and Algorithms 18(3), 279-290, 2001.

• Newman Review, pages 30-35.

• Durrett Book, Chapter 4.



Further reading, cont.

Fitting power laws to data

• Newman Review, pages 12-13.

• M. Mitzenmacher, “A Brief History of Generative Models
for Power Law and Lognormal Distributions”, Internet
Mathematics 1 (2), 226-251, 2003.

• A. Clauset, C. R. Shalizi and M.E.J. Newman, “Power-law
distributions in empirical data”, SIAM review, 2009.



Difference between ER and PA is not due to edge versus
node arrival

• Node-arrival “Erdős-Rényi graph”
Callaway, Hopcroft, Kleinberg, Newman, Strogatz. Phys Rev E 64 (2001).
– At each discrete time step a new node arrives, and with probability δ a
new randomly selected edge arrives.
– Emergence of giant component only if δ ≥ 1/8.
– (That “giant” is finite even as n→∞).
– Positive degree-degree correlations (higher degree by virtue of age).

• Edge-arrival PA graph
K.-I. Goh, B. Kahng, D. Kim, Phys. Rev. Lett. 87, 278701 (2001).
F. Chung and L. Lu, Annals of Combinatorics 6, 125 (2002).
– Initialized with N isolated nodes, labeled i ∈ {1, 2, ..., N}, where each
node i has a weight wi = (i+ i0 − 1)−µ.
– Two vertices (i, j) selected with probability wi/

∑
kwk and wj/

∑
kwk

respectively and connected by an edge.

– (Master eqn analysis: Lee, Goh, Kahng and Kim, Nucl. Phys. B 696, 351 (2004).)



Preferential Attachment and “Scale-free networks”
Why a power law is “scale-free”

• Power law for “x”, means “scale-free” in x:

p(bx) = (bx)−γ = b−γp(x)

p(bk)
p(k) = b−γ regardless of k.

In contrast consider: p(k) = A exp(−k).

So p(bk) = A exp(−bk).

p(bk)
p(k) = exp[−k(b− 1)] dependent on k



Self-similar/scale-free fractal structures

Sierpinski Sieve/Gasket/Fractal, N ∼ rd.

When r doubles, N triples: 3 = 2d

d = logN/ log r = log 3/ log 2



Power law degree distribution 6= “scale-free network”

• Power law for “x”, means “scale-free” in x.

• BUT only for that aspect, “x”. May have a lot of different
structures at different scales.

• More precise: “network with scale-free degree distribution”



Robustness of a network

• Robustness/Resilience: A network should be able to absorb
disturbance, undergo change and essentially maintain its
functionality despite failure of individual components of the
network.

• Often studied as maintaining connectivity despite node and
edge deletion.



Albert, Jeong and Barabasi, “Error and attack tolerance of
complex networks”, Nature, 406 (27) 2000.

letters to nature

NATURE | VOL 406 | 27 JULY 2000 | www.nature.com 379

called scale-free networks, which include the World-Wide Web3–5,
the Internet6, social networks7 and cells8. We find that such
networks display an unexpected degree of robustness, the ability
of their nodes to communicate being unaffected even by un-
realistically high failure rates. However, error tolerance comes at a
high price in that these networks are extremely vulnerable to
attacks (that is, to the selection and removal of a few nodes that
play a vital role in maintaining the network’s connectivity). Such
error tolerance and attack vulnerability are generic properties of
communication networks.

The increasing availability of topological data on large networks,
aided by the computerization of data acquisition, had led to great
advances in our understanding of the generic aspects of network
structure and development9–16. The existing empirical and theo-
retical results indicate that complex networks can be divided into
two major classes based on their connectivity distribution P(k),
giving the probability that a node in the network is connected to k
other nodes. The first class of networks is characterized by a P(k)
that peaks at an average !k" and decays exponentially for large k. The
most investigated examples of such exponential networks are the
random graph model of Erdös and Rényi9,10 and the small-world
model of Watts and Strogatz11, both leading to a fairly homogeneous
network, in which each node has approximately the same number
of links, k ! !k". In contrast, results on the World-Wide Web
(WWW)3–5, the Internet6 and other large networks17–19 indicate
that many systems belong to a class of inhomogeneous networks,
called scale-free networks, for which P(k) decays as a power-law,
that is P!k""k! g, free of a characteristic scale. Whereas the prob-
ability that a node has a very large number of connections (k q !k")
is practically prohibited in exponential networks, highly connected
nodes are statistically significant in scale-free networks (Fig. 1).

We start by investigating the robustness of the two basic con-
nectivity distribution models, the Erdös–Rényi (ER) model9,10 that
produces a network with an exponential tail, and the scale-free
model17 with a power-law tail. In the ER model we first define the N
nodes, and then connect each pair of nodes with probability p. This
algorithm generates a homogeneous network (Fig. 1), whose con-
nectivity follows a Poisson distribution peaked at !k" and decaying
exponentially for k q !k".

The inhomogeneous connectivity distribution of many real net-
works is reproduced by the scale-free model17,18 that incorporates
two ingredients common to real networks: growth and preferential
attachment. The model starts with m0 nodes. At every time step t a
new node is introduced, which is connected to m of the already-
existing nodes. The probability !i that the new node is connected
to node i depends on the connectivity ki of node i such that
!i # ki=Sjkj. For large t the connectivity distribution is a power-
law following P!k" # 2m2=k3.

The interconnectedness of a network is described by its diameter
d, defined as the average length of the shortest paths between any
two nodes in the network. The diameter characterizes the ability of
two nodes to communicate with each other: the smaller d is, the
shorter is the expected path between them. Networks with a very
large number of nodes can have quite a small diameter; for example,
the diameter of the WWW, with over 800 million nodes20, is around
19 (ref. 3), whereas social networks with over six billion individuals

Exponential Scale-free

ba

Figure 1 Visual illustration of the difference between an exponential and a scale-free
network. a, The exponential network is homogeneous: most nodes have approximately
the same number of links. b, The scale-free network is inhomogeneous: the majority of
the nodes have one or two links but a few nodes have a large number of links,
guaranteeing that the system is fully connected. Red, the five nodes with the highest
number of links; green, their first neighbours. Although in the exponential network only
27% of the nodes are reached by the five most connected nodes, in the scale-free
network more than 60% are reached, demonstrating the importance of the connected
nodes in the scale-free network Both networks contain 130 nodes and 215 links
(!k " # 3:3). The network visualization was done using the Pajek program for large
network analysis: !http://vlado.fmf.uni-lj.si/pub/networks/pajek/pajekman.htm".
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Figure 2 Changes in the diameter d of the network as a function of the fraction f of the
removed nodes. a, Comparison between the exponential (E) and scale-free (SF) network
models, each containing N # 10;000 nodes and 20,000 links (that is, !k " # 4). The blue
symbols correspond to the diameter of the exponential (triangles) and the scale-free
(squares) networks when a fraction f of the nodes are removed randomly (error tolerance).
Red symbols show the response of the exponential (diamonds) and the scale-free (circles)
networks to attacks, when the most connected nodes are removed. We determined the f
dependence of the diameter for different system sizes (N # 1;000; 5,000; 20,000) and
found that the obtained curves, apart from a logarithmic size correction, overlap with
those shown in a, indicating that the results are independent of the size of the system. We
note that the diameter of the unperturbed (f # 0) scale-free network is smaller than that
of the exponential network, indicating that scale-free networks use the links available to
them more efficiently, generating a more interconnected web. b, The changes in the
diameter of the Internet under random failures (squares) or attacks (circles). We used the
topological map of the Internet, containing 6,209 nodes and 12,200 links (!k " # 3:4),
collected by the National Laboratory for Applied Network Research !http://moat.nlanr.net/
Routing/rawdata/". c, Error (squares) and attack (circles) survivability of the World-Wide
Web, measured on a sample containing 325,729 nodes and 1,498,353 links3, such that
!k " # 4:59.
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N=130, E=215, Red five highest degree nodes; Green their neighbors.

• Exp has 27% of green nodes, SF has 60%.

• PLRG: Connectivity extremely robust to random failure.

• PLRG: Connectivity extremely fragile to targeted attack
(removal of highest degree nodes).


